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Abstract

This research aims to explore the phenomenon of cybercrime victimization, among
employees of a Thai state official, to examine the current issues and patterns of cybercrime
victimization, to assess the level of awareness regarding cybercrime victimization, and to identify
effective preventive prevention guidelines for cybercrime victimization. A quantitative research
approach was employed, with data collected from 400 employees of The Electricity Generating
Authority of Thailand (EGAT) through Simple Random Sampling method. The research findings
indicate that the current patterns of cybercrime victimization among EGAT employees included
threats from Scams & Fraud, Malware & Virus, Hacking & Unauthorized Access, Malicious Content,

and Other threats. EGAT employees reported having the highest level of awareness regarding
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cybercrime victimization and the highest level of self-protective behavior against it. However,
the majority reported a low level of experience with cybercrime victimization. The hypothesis
testing revealed no statistically significant relationship between gender, educational level, years
of service, or job level, and the awareness of cybercrime victimization. Furthermore, experience
with cybercrime victimization showed no statistically significant relationship with awareness of
cybercrime victimization and self-protective behavior against cybercrime victimization. In contrast,
the awareness of cybercrime victimization was positively and statistically significantly correlated
with self-protective behavior against cybercrime victimization at the level, meaning that EGAT
employees with higher levels of awareness regarding cybercrime victimization also demonstrated
greater self-protective behavior against cybercrime victimization. The effective preventive
guidelines for cybercrime victimization among EGAT employees include Mindfulness & Caution,
Verification & Validation, Refusal & Prevention, and Management & Action to mitigate risks or
resolve issues. The recommendations from this study emphasize the establishment of specialized
agencies and systems, the support of public relations and knowledge dissemination initiatives
led by the government sector, and strengthening education and awareness building efforts to

promote mindfulness and caution.

Keywords: Awareness; Cybercrime Victimization; Self-Protective Behavior; State Official
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